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Welcome to
Beyond Imagining.
The amazing technologies of the Fourth Industrial Revolution (4IR Tech) bring with them
incredible opportunity for individuals, commerce and society at large. What was once the
domain of science fiction has become reality, or are slated for use in the foreseeable future.
Access to 4IR tech is increasingly made possible through digital means, much of which happens
in a hybrid between an online and the real world, or even entirely online, so much so that
while we only existed in the real, physical world in the past, we now partly live digitally.
We’re becoming hybrids with both a real and digital self.
This is a radical change and it can cause a variety of challenges in its wake, such as concerns
about security, privacy and the fictionalisation of news and facts. Everything seems to change
in the digitisation process.
In this issue of Beyond Imagining we tackle some of the conundrums that arise with becoming
fully or partially digital. Our articles examine what the metaverse is, or could be, we highlight
how online security is being adapted through 4IR Tech and suggest hacking yourself to see
how secure you really are online.
Fact-checking can be a full-time job these days with hard-to-spot deepfake video and every
interpretation under the sun. Everyone can have their own voice heard online and this means
we must be vigilant about taking anything at face value. In our Spot the fakes article we offer
some guidance.
In addition, this issue features stories about how to manage messaging apps and we guide
you on how to avoid ransomware attacks (and what to do when it happens).
The brave new world powered by 4IR Tech is astonishing in what it offers us, but digital
pitfalls can cause much harm. We trust this eighth issue of Beyond Imagining will assist
you in navigating cyberspace a bit more informed and somewhat safer.
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Hack Yourself:

Test your own
online security…
before criminals do.
Just like testing a door after you’ve locked it,
one proven technique to ensure online safety
is to act like a cybercriminal would. Questioning
and testing your own online security methods
will quickly show up any deficiencies. Once
you’ve found the open doors, it’s much easier
to secure them.
Luckily for us, some Fourth Industrial
Revolution technologies (4IR Tech) can
help, such as password management apps.
Passwords are not secure
The use of passwords as a singular security
measure online is an outdated, unsafe
practise that should be considered unsafe
in isolation. The seemingly easy hacking
of online company databases means your
emails and passwords are likely to already
have been exposed to criminals.
Use your smartphone's camera to
scan this code and check your email
address and phone number

Use two-step verification
When offered the opportunity online to use
two-step (or two factor) verification, always
use it in addition to an email and password
combination. This means you will receive an
SMS or use a code from an app such as Google’s
Authenticator in addition to an email address
and password combination when logging in.
Password managers can keep you safe(r)
Repetitively using the same password for many
different online services, or not using complex
passwords (natural language words that are
easy to guess), exposes your digital self to easily
avoidable risks.
Lower your risk of exposure - check out
these password management apps:

Last Pass

Bitwarden

1Password

The human factor
Even if you are super careful with your digital
self through using complex passwords and
two-step verification, it all comes to naught
if you inadvertently let others into your online
accounts by being careless. At some level, all
of us are sometimes naïve. We want to trust
others and are thus susceptible to be scammed
out of our login secrets.

Cyber criminals act in a super trustworthy,
friendly manner for a reason: to gain your trust.

The technical term is social engineering, but
what it means in simple terms is a criminal
convincing you to part with your login details.
It’s surprising how frequently this happens.
According to Verizon’s informative 2021 Data
Breach Investigations Report, phishing is the
most common technique, representing 80%
of all social engineering attacks.

Personal hacking checklist
If you answer "Yes" to any one of these questions,
you could be hacked easily:

Phishing ( just like fishing) convinces you to
part with sensitive information such as login
credentials by pretending to be something else.
It’s the bait covering the hook.
Use your smartphone's
camera to scan this code
and read the full report

Become a sceptic
While it’s an unfortunate by-product of our
4IR world, one of the most effective ways to
protect your digital self is to become a sceptic.
Rather err on the side of distrusting everything
online before accepting anything as legitimate
first-off.

One of your best defence tactics is to check,
double check and then triple check everything.
If you’re in any way suspicious, don’t continue
and never, ever provide your personal login
information to anyone. It’s always better to be
safe than sorry online.

 I use the same password for many
online accounts
 I do not insist on two-step verification
 I do not use a password manager app
 I sometimes provide my personal login
details to others via email
 I have provided someone my login details
over the phone
 I have emailed or messaged my passwords
to someone
 I keep all my passwords in a single
document on my computer
 I have clicked on a link emailed to me,
even if I couldn’t verify its authenticity
 I have logged into sensitive online
services on public Wi-Fi
 I don’t always triple check the authenticity
of a website, for instance by making sure
the site is secure (the lock icon in a browser’s
address bar)
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Managing your
Messaging Apps
As messaging apps increasingly take
over from email, use them wisely.
Sometimes irritating, often useful, messaging apps
such as WhatsApp and Telegram have essentially
become digital extensions of who we are. We share
secrets, opinions, intimate details, jokes, videos, voice
notes, pictures, documents and many other items
daily via these apps. Just like in the real world, you
need to be careful about what and how you share
on messaging apps.
One particularly interesting aspect of the terrible
war in the Ukraine is how people there have flocked
to the seemingly secure messaging app Telegram
for instant communication. Unlike WhatsApp,
Telegram supports large groups, which makes it ideal
for organising around a specific theme, topic, event
or indeed, safety measures during a war. Read more
here: How Telegram Became the Digital Battlefield
in the Russia-Ukraine War.

Use your smartphone's camera to read the
full article: How Telegram Became the Digital
Battlefield in the Russia-Ukraine War.
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This excerpt from the TIME story above says it all:
“Before the Russian military invaded Ukraine
on Feb. 24, Nataliia Nezhynska had never used
Telegram. Now she can’t go a day without the
messaging app. It feeds her an endless stream
of updates from her native city of Kharkiv,
in eastern Ukraine, to her home in Lorton,
Virginia [in the USA].”
The ubiquity of messaging apps is thus an absolute
given in a connected, digitally oriented society.
But are they safe?
According to Basie van Solms, Research Professor:
Academy for Computer Science and Software
Engineering at UJ, “Nothing can ever be safe in
cyberspace”. He believes this applies for messaging
apps as much as anything else online. “I’m cynical
about cyberspace. Every programme [or app]
can be hacked. The whole concept of creating
a cyber safe environment is a bit of pie in the sky.
I’m straightforward about that.”
This sobering attitude is perhaps exactly the right
way of looking at messaging apps (and everything
else online) today because it’s probably the way
things simply are right now, specifically regarding
our digital selves.
Professor Van Solms also believes taking back
personal online data with the help of 4IR Tech
such as blockchain systems can assist us in future
to control what is available about ourselves online.
However, he cautions that much more research
is needed to make this work. His department
is actively researching how technologies such
as blockchain (that drives much of the cryptocurrency world) can be used to secure personal
digital data effectively.

“This is not going to happen in our lifetime,”
he warns though. “Our data is already out there
and we are not going to get it back. Once we have
these advanced technologies, we will create a new
generation of people with control of their digital
data online.”
So, where does this leave us when it comes
to messaging apps? His advice to people who
are worried about WhatsApp’s terms and
conditions and what it means for the use of their
data by Meta Platforms, WhatsApp’s parent
company for instance, is to simply accept it and
move on. “Don’t shoot yourself in the foot with
a little bit of extra information [you are giving
Meta Platforms]. Do it. It’s out there anyway.”
Naturally this approach relates to accepting the
terms and conditions of messaging apps, which
does not mean simply throwing caution to the wind
and making your own personal data such as login
details available. Continue to be extremely careful
with what you share via any digital platform.
Use it responsibly, always, just as in the real world.
But, continue to use the 4IR Tech of today to your
benefit, especially when it comes to essential
communication utilities such as messaging apps.
For more on the topic of using messaging apps,
watch this UJ Cloudebate™ titled Creating
Tomorrow: The "Message App Privacy" Episode

Use your smartphone's camera to scan
this code and watch the Cloudebate
"Message App Privacy" Episode
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The online puppy scam:
A social engineering case study
When Google announced in April 2022
that it is suing a Cameroonian national
for running a “puppy fraud scheme
to exploit the Covid-19 pandemic for
personal gain, while taking advantage
of unsuspecting and vulnerable victims”.

Use your smartphone's
camera to scan this code
and read the full article.

It reeked of unscrupulous online social
engineering. Upon investigating this kind
of widespread online criminal scam, we
were able to find a local victim of a similar
puppy scam here in South Africa, who was
willing to share her traumatic experience.
After a personal tragedy, Margaret*
decided to buy a puppy as a new
companion. It was just what she needed
- that special kind of joy only a brand-new
puppy can bring. It was an understandably
emotional time for her when she started
googling for cocker spaniel breeders.
She decided to look for a six-week-old
and her searching was quickly rewarded
by just what she needed.
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When Margaret clicked on the link she found,
she landed up on a legitimate-looking website
of a spaniel breeder in the Northern Cape.
The name of the breeder looked legit, the
address and other details were seemingly
those of a typical breeder, but it was the
beautiful pictures that really prompted
her to engage.
Baiting the hook
Her email enquiry was quickly and
professionally answered, with lots of
emotional, comforting prose and a request
for further info, “just to make sure you are
legit”. To make sure Margaret wasn’t pulling
a fast one, in other words. She complied
and after a further round or two of emails
she received a picture of the most beautiful
puppy imaginable.

*Names changed for privacy reasons

“When I saw this endearing picture
of ‘my’ new puppy I should
have become suspicious, but I
immediately adored the little
doggie and let the breeder know
I wanted him, especially because
the email said someone else was
also interested.”
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Margaret received a phone call or two as well, and
chatted with the person who phoned checking her
details and making sure the new puppy would live
in a proper home and be cared for by loving new
owners. After the decision was made to buy the
puppy, she paid the purchase fee and everything
was in place for the dog to be flown to OR Tambo
from Kimberley.
Excited to share the happy news, Margaret
posted her new companion’s picture on Facebook.
Her friends all loved the picture and wished her
well. The big question on everyone’s lips was,
“when is he arriving at his forever home?”.
“Soon,” came the reply from the scammer.
“We’ll arrange his flight and provide you with
all the details”. Sure enough, a few days after
the EFT was sent to a new-age digital bank
account, the flight number and arrival details
reached Margaret via email.
The cherry on top for the scammer
And then the real extortion started. The morning
of the flight, with the clock ticking, Margaret
received urgent communication that, due to
a safety precaution, a special “protective crate”
was required to ensure the puppy’s safety in the
air. The amount required was significantly higher
than what she paid for the puppy itself.

Margaret thought something didn’t seem quite
right, but was also super concerned not to put her
new puppy’s well-being at risk. She phoned the
breeder again and was almost assured, but still,
even with all the details provided over the phone
and while still believing her puppy was real, she
decided to do some digging. She just wanted to check
on the crate itself and how it was going to protect the
little dog, but what she found shocked her to the core.
It was all a scam. The puppy never existed, the picture
provided could easily be found online (a series of
Shutterstock images were used), and the whole crate
story was just the cherry on top for the scammers
to maximise their illegitimate income.
“I was devastated,” Margaret remembered.
“ But I reported the scam immediately and was
assured the applicable bank account was closed
and the authorities alerted. Luckily for our family,
after being scammed, I found an amazing real
breeder nearby, met my lovely new companion
in person and three years later Nala* is a fully
fledged and much-loved member of our family.”
If you suspect a puppy or other online scam,
simply scan this code with your smartphone
camera to visit the Internet Service
Providers’ website here for details on how
to report suspected online crime.

Purchasing a puppy online remains extremely
risky, BBB warns holiday shoppers.

Use your smartphone's camera to scan this
code and read more about holiday shopping
scams.
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HOW ONLINE PUPPY SCAMS WORK:

Fake website with puppy
pictures that are almost
too good to be true.

Search engine
optimisation for
popular dog breed
search terms

Bank account
with fraudulent
details

Unidentifiable
internet telephony
for personal phone
calls

Emails with emotive
prose, more pictures
and puppy details

Make puppy sale
"Someone else is
also interested"

Scare new "owner" with
details about the puppy's
safety during transport

Cash in on a scared "owner"
with a special transport crate

DISAPPEAR

9

Is the metaverse real?
For now, it’s all
seemingly still a dream...
When Neal Stephenson created the idea
of a metaverse in his 1992 book Snow Crash,
he probably didn’t think it would become the
most talked about new frontier for our digital
selves 30 years later. According to Stephenson’s
vision, the metaverse is a virtual space accessed
through digital means and while it’s not real in
a physical way, it certainly seems virtually real
to the people in it, who are represented by
their digital avatar selves.
If this sounds confusing, it’s probably because
the idea of a metaverse in which we all live a
complete digital life is still a dream. It’s a vision
that most large players in 4IR Tech today are
attempting to build some part of, to make it
real. The most prominent is Meta Platforms.
In fact, the new metaverse gold rush was
instigated by Meta’s Mark Zuckerberg who
has made the company’s intention clear:
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“Our goal is to help build
the fundamental tech to
bring the metaverse to life.”

Use your smartphone's camera to scan
this code and read more about what Mark
Zuckerberg has to say on the Metaverse.

We will all be represented by avatars
in the metaverse.
One way of looking at the metaverse
is to distinguish between our real and
virtual, or digital selves. In today’s online
world, we are pretty much who we are
in the real and online worlds. Of course,
we can pretend otherwise and create
separate identities, but in the main,
advanced 4IR Tech such as apps only
work effectively when we are who we
say we are.
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In the metaverse as part of its definition,
we will be represented by one or more
virtual avatars. An avatar is an icon or digitally
created figure that represents a particular
person in the metaverse. This means being
represented in a digitally created world
is what the experience of the metaverse
will be like.
Games are at the forefront
of the metaverse
After Neal Stephenson’s book came the
hugely influential metaverse-orientated
book Ready Player One, written by Ernest
Cline and published in 2011, which is about
a metaverse called The OASIS - a fictional
digital society and multi-player game.
Currently, most virtual reality development
takes place in the world of online games,
many of which require players to create
virtual representations of themselves.
Games such as Second Life pioneered the
metaverse-type gaming concept, while
offerings including Fortnite and Roblox,
these days, market their games as a kind
of metaverse virtual reality experience,
probably to benefit from the Zuckerbergcreated hype around the concept.
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How does the metaverse affect me today?
If you’re a gamer yourself or follow eSports,
you are likely already familiar with the concept
and may be represented by various avatars in
virtual reality worlds. For the rest of us it’s not
real yet.

The stories about large corporations buying
virtual real estate for millions of Rands
seems preposterous to us. But the internet
itself was once unthinkable, which means
whether we like it or not, somehow, sometime
in the future, we will all probably participate
in some or other form of a virtual reality world.
And all of this could happen in a virtual blink
of an eye. So, strap yourself in and enjoy the
virtual ride.

Read more about the current state of the
metaverse: A primer on the Metaverse

Authenticating
yourself with 4IR tech
Responsibility for authentication moves
from individuals to service providers.
Due to the inherent insecure nature of the
long-standing use of login passwords for online
authentication (see the Hack yourself article in
this issue of Beyond Imagining), digital service
providers are increasingly using new 4IR Tech
for more effective hack-proof authentication.
Authentication refers to the systems that
make sure you are who you say you are when
logging into online digital services, such
as apps, websites and other software tools.
Processes for logging in should be easy to use,
quick and above all, safe and secure. This
requires fancy footwork as these goals are
difficult to achieve in combination. Luckily,
new 4IR Tech such as artificial narrow
intelligence (ANI) are increasingly being used
by service providers for accurate authentication.
Biometric authentication methodologies
use ANI to authenticate users personally via
face recognition and fingerprint scanning.

Specifically useful as built-in features of modern
smartphones, these days, the technology is
so sophisticated that facial recognition now
even works while wearing a facial covering
such as a medical mask. Increasingly, service
providers are insisting on these almost foolproof ways to identify individuals.
Some residential living complexes, for instance,
have done away with card entry completely,
requiring hand scanning for entry. In the past
these systems were temperamental and did
not work that well, but today their use is
seemingly frictionless. (Next time you enter
via hand scan, try beating the system by swiping
super-fast. You’ll find it’s almost impossible
to swipe so fast that the system does not
recognise your hand. That’s how reliable they
have become.)
Entry and exist NAI systems are now so
common that cards are slowly disappearing
as authenticators. And how about the
idea of a password to gain entry or exit?
Unthinkable, right? Biometrics are just
so much simpler and more effective.
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A smartphone is now the default
authentication gateway
Due to the advanced 4IR Tech embedded
in new smartphones, these are fast becoming
the authentication gateway of choice
for a wide variety of identification systems
preferred by online service providers. Most
banks, for instance, use smartphone for
enforced two-step authentication in combination
with usernames and passwords, sometimes
also insisting on their own apps’ randomised
personal identification numbers (PINs) to
add an additional layer of authentication.
Without a smartphone, individuals are
thus increasingly finding it hard to log
in to secure systems. This is a good thing
because the most personal device most
people use is a smartphone.
Authentication via smartphone happens
in a variety of ways, including randomly
generated codes via apps such as Google
Authenticator, good old SMS for one-time
pins (OTPs), biometric authentication for
apps, as well as through specially created
in-app sign-in systems, for instance using
the Google app to sign into other Google
apps, such as Maps or Google Docs.
You can even set up your device itself
as a “security key”, through which the
physical device can act as an authenticator
via Bluetooth.
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Apple Pay, as another example, securely
authenticates via biometric facial recognition
or an iPhone’s own six-digit entry code.
In addition, Apple also uses its range of
hardware devices to authenticate logins
for other devices or accounts. A random
code simply pops up in a previously
authenticated device that can be used
across the Apple ecosystem.
Read more about today’s modern authentication
technologies, including an assessment of
each method’s level of expected security:
Which Authentication Method Is Most Secure?

Use your smartphone's camera
to scan this code and read the
full article.
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Spot the fakes:
Facts or fiction?
(How to spot the difference)
Juxtaposed to new 4IR Tech’s usefulness,
an unfortunate side-effect is the rise in faking
it online with new manipulation technology.
Some faking is probably not the end of the world,
such as manipulating your Instagram or Tik Tok
content to put your best, or most quirky foot forward.
But when fake news and deep fake videos can cost
people their lives, as is happening in the terrible
Ukraine war of 2022, it’s useful to know how to
spot the fakes.

of factually incorrect information has become
significantly more pervasive. It cannot be
eradicated, so our best defence is to train
ourselves to become cynical about everything,
while following tried and tested ways of
evaluating everything that purports to be fact.
It’s hard to question everything, especially at the
fast pace of social media content reaching us, but
it’s worth the trouble to make sure what you
experience is true.

Manipulation of information and news content
is nothing new. Back in the day it was called
propaganda if governments did it, or spinning
when civilians tried to force-field the facts to
suit their personal purposes. These days, by using
the advanced technologies now available
for download by anyone, the publishing online

Some fakes are easy to spot, such as the video
showing a dummy dressed up as a soldier in the
Ukraine, which was a background scene from
a TV show, while a meme shared by a trusted
friend on Facebook that seems plausible
is much harder to filter.

Use your smartphone's
camera to scan this
code and view the full
mannequin article
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To help you in your
quest for the facts,
here is a handy guide
for finding facts,
not fiction.
c

Change your own behaviour when
it comes to trusting news and 		
information found online.
Being cynical, careful and doubtful
is an advantage to protect yourself 		
from fake information.

c

Triple check everything.
Do not trust a single source of 		
information, ever. Obviously the more
important the facts, the more careful
you should be, but in principle, always
try to check sources of information
as widely as possible to make sure the
facts can be verified. You should act
as if you are a reporter yourself and
try to find three trusted sources
before believing, or sharing, a piece
of information.

c

If it sounds and looks too good to be
true, it probably is. Googling phrases
such as the headline of a story will quickly
alert you to debunked “news”. Authentic
media outlets also regularly run factchecking articles to help differentiate
between real and fake:

Use your smartphone's
camera to scan this code
and visit Wikipedia

c

Use fake news spotting sites such
as those listed in this Wikipedia article
to verify news items that look dodgy:

Use your smartphone's
camera to scan this code for
Africa news verification.
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Avoiding
Ransomware
It’s a frightening reality that the
ransomware industry is configured
just like sectors of the real economy,
with producers, resellers, customers
and, because it’s a criminal business,
victims. It’s this organised nature
of ransomware that makes it so
difficult to eradicate.
Thinking of eradication is probably
not the most effective approach.
Just like the infamous “war on drugs”,
a more sober way of tackling the
dangers of ransomware is to avoid it as
much as possible. A sort of “just say no to
ransomware” way of protection.

Ransomware readiness: A checklist
Sophisticated bad actor 4IR Tech such
as ransomware infiltrate the computer
and IT systems of companies and luckily
less often, that of individuals, by gaining
access through unprotected digital doors.
According to Pieter Rossouw from the
IT company Invisible Solutions, it is almost
impossible to avoid paying ransomware
fees, usually in BitCoin, for the code to
release captured files once your systems
have been infected.

Sophisticated bad actor 4IR Tech such
as ransomware infiltrate the computer
and IT systems of companies and luckily
less often, that of individuals, by gaining
access through unprotected digital doors.
18

 Keep your software up to date. Ransomware
software tries to exploit software vulnerabilities,
so your first step to a secure network is to always
use the latest software.
 Be aware. Make sure all personnel avoid clicking
on untrusted emails and other links, which includes
not visiting suspicious websites. The IT team can
control some of these utilities, for instance using
software to scan incoming emails for unwanted links.
Facilitate staff training by experts to create a vigilant
culture within the organisation.
 Ask a reputable cyber security company to do
penetration testing on your system. In other
words, try to hack yourself before criminals do.
 Utilise the latest firewall and anti-virus software
as another important security layer, along with
intrusion detection systems managed outside
of the organisation.
 Back up all files, or if that is not possible, back
up the most important files daily and store these
files physically in a secure location outside the
organisation, so that the backups are not accessible
via any network.
 Think like a criminal and try to work out your
own approach to security, versus that of a bad actor.

19
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We behave differently,
virtually: Our virtual selves
differ psychologically from
our real selves.
One of the enigmas of online human behaviour
is that it seems as if we instinctively believe
our virtual selves are somehow removed from
our real-world existence. People tend to do
things within online realms they would probably
do differently physically. This means we
need to be aware that our online behaviour
differs from the real world to become fully
responsible for our virtual selves.

“Although the existence of a virtual self

Research into the psychological differences
between actual and virtual behaviour is scarce.

self] exists. Therefore, it would seem

But in one ground-breaking study by Michael P.
McCreery, S. Kathleen Krach, P.G. Schrader and
Randy Boone, Defining the virtual self: Personality,
Behaviour, and the Psychology of Embodiment
(Elsevier Ltd., 2012), the following conclusion
was made:

appears likely, it does not appear to
be an equivalent persona, but rather a
projection of psychological characteristics
(e.g., personality traits) that are necessary
to work in conjunction with the content,
purpose, constraints, and affordances of the
environment in which the avatar [the virtual
prudent not only to limit how the construct
is defined, but also to conclude that the
virtual self may differ from environment to
environment based on each one’s intended
outcomes, goals, and system structures.”
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This means we adapt our virtual self
psychologically to each of the virtual
environments in which we appear, along
with other actors (or players) in each virtual
environment also adapting in a similar way.
We could say that we therefore do act and
behave differently online in a psychological
sense and that others also act contrarily,
depending on each virtual environment.
The research referenced above specifically
studied game players and the behaviour
of their avatars in the virtual World
of Warcraft as it relates to personality
domains such as neuroticism, extroversion,
openness, agreeableness and conscientiousness.
But the conclusion that we act differently
across the personality domains studied
in each virtual space in which we occupy
an avatar (or virtual self), can probably
be extended to the general concept
of a virtual self.
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The implications for the designers and
developers of virtual worlds, such as the
metaverse is profound, as psychologists
should provide guidance for the entire
process. (By the way, for many years
already, Meta Platforms has invested
in the recruitment of top psychologists
to advise the company on its development
of services).
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The World of Warcraft study also concludes
that the concept of a virtual self that
is different to the real self, has vast
implications for virtual spaces.
“The emergence of a virtual self as a
psychological component of VE (virtual
environment) software has substantial
implications for developers, instructional
designers, and content experts.

“By examining the relationship between
psychological characteristics (e.g: personality
traits) and behavioural patterns, design and
development efforts can better align an
avatar’s attributes with system constraints
and affordances to better facilitate social
agency, role adoption, and personae
integration. These links can be used as
guidelines to develop targeted behaviours
and skillsets designed to help participants
reach intended outcomes.
“For example, developers interested in
increasing social agency within an environment
might assess how their design choices encourage
the transfer of a player’s psychological
characteristics onto an avatar in order for
participants to experience more than a
superficial connection to one another.”

In summary, what all this means is that our own
personality domains are not transferred
directly to our virtual self. Rather, we tend
to attach a different set of personality
domains to our virtual self. Our real and
virtual selves are thus psychologically
contrary and are influenced differently
within each simulated environment our
virtual selves find themselves in.
Source: Michael P. McCreery, S. Kathleen Krach,
P.G. Schrader and Randy Boone, Defining the
Virtual Self: Personality, Behaviour, and the
Psychology of Embodiment, Elsevier Ltd., 2012
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